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	Reason for change:
	TS holds a statement that CCA is only usuable in roaming if cross certification among PLMNs is given to allow the NF Service Producer in one PLMN to verify the CCA of the NF Service Consumer in antoher PLMN.

"The CCA cannot be used in the roaming case, as the NF Service Producer in the home PLMN will not be able to verify the signature of the NF Service Consumer in the visited PLMN unless cross-certification process is established between the two PLMNs through one of the mechanisms specified in TS 33.310."
Even if PLMNs certify each other only by a contract, still for N32 functioning the SEPPs need to have certificates such that the certificate of vSEPP is known to the hSEPP and vice versa.

Thus, CCA can also be used in the roaming case for creating a transitive trust relationship between the NF Service Consumer of one PLMN and the NRF or NF Service Producer at the PLMN roaming partner. When the NF Service Consumer includes CCA and sends its request via vSEPP, vSEPP can verify the CCA of the NF Service Consumer, add its own CCA and sign the service request. Thus, the service request received at hSEPP includes CCA information of the NF Service Consumer and of the vSEPP, further vSEPP certificate information and additional signature information. The hSEPP can verify the vSEPP information. vSEPP can create it own CCA and signs all information.  The service request is the forwarded to the NRF or NF Service Producer within its own network, which can verify the information from hSEPP, while hSEPP verified the information from vSEPP, and vSEPP verified the information from the NF Service Consumer.   

	
	

	Summary of change:
	An additional paragraph in the general intro of CCA is added, explaining the transitive trust relationship in roaming scenarios, when using CCA.

	
	

	Consequences if not approved:
	Gap in specification, how to use CCA in roaming.
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[bookmark: _Toc82091132][bookmark: _Toc45028842][bookmark: _Toc45274507][bookmark: _Toc45275094][bookmark: _Toc51168352][bookmark: _Toc82095895]13.3.8.1	General
The Client credentials assertion (CCA) is a token signed by the NF Service Consumer. It enables the NF Service Consumer to authenticate towards the receiving end point (NRF, NF Service Producer) by including the signed token in a service request. 
It includes the NF Service Consumer’s NF Instance ID that can be checked against the certificate by the NF Service Producer. The CCA includes a timestamp as basis for restriction of its lifetime. 
CCAs are expected to be more short-lived than NRF generated access tokens. So, they can be used in deployments with requirements for tokens with shorter lifetime for NF-NF communication. There is a trade-off that when the lifetime of the CCA is too short, it requires the NF Service Consumer to generate a new CCA for every new service request. 
The CCA cannot be used in the roaming case, as the NF Service Producer in the home PLMN will not be able to verify the signature of the NF Service Consumer in the visited PLMN unless cross-certification process is established between the two PLMNs through one of the mechanisms specified in TS 33.310. 
CCA can also be used in the roaming case for creating a transitive trust relationship between the NF Service Consumer of one PLMN and the NRF or NF Service Producer at the PLMN roaming partner. When the NF Service Consumer includes CCA and sends its request via vSEPP, vSEPP can verify the CCA of the NF Service Consumer, add its own CCA and sign the service request. Thus, the service request received at hSEPP includes CCA information of the NF Service Consumer and of the vSEPP, further vSEPP certificate information and additional signature information. The hSEPP can verify the vSEPP information. vSEPP can create it own CCA and signs all information.  The service request is the forwarded to the NRF or NF Service Producer within its own network, which can then verify the information from hSEPP, while hSEPP verified the information from vSEPP, and vSEPP verified the information from the NF Service Consumer.
CCA does not provide integrity protection on the full service request. Neither does it provide a mechanism for the NF Service Consumer to authenticate the NF Service Producer.
In this clause, CCAs are described generally for both NF-NRF communication and NF-NF communication.
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